NudpopmanuoHHasi naMATKA IS 00y4AIOIIUXCS JAJI51 Pa3MelleHns Ha
opunuaabHbIX UHTEpHET-pEcypcax

C KaxaplM TOJAOM MOJIOACKH B HWHTEPHETE CTAHOBHUTHCSA OOJIBINE, a
IIKOJIbHUKM OJHW W3 CaMbIX aKTHMBHBIX MoJib30oBaTenend Pynera. Mexny tew,
MIOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOXHOCTEH, MHTEPHET HECET U IMPOOJIEMBI.
DTa naMATKa J0JDKHA IOMOYb TeOe 0€30IacHO HaXOAUTHCS B CETH.

KoMmnbiotepable BUPYChI

KoMIiproTepHbIii BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IMPOrpaMM,
OTIMYUTEIIBHON 0COOCHHOCTHIO KOTOPOU SBJISIETCSI CIIOCOOHOCTh K Pa3MHOKCHHIO.
B nononHeHue K 3TOMY, BUPYChl MOTYT MOBPEAUTH WUIIM MOJTHOCTHIO YHUUTOXHUTh
Bce (hailiJibl U JaHHBIC, TIOJKOHTPOJIBHBIC TTOJIB30BATEII0, OT HMEHH KOTOPOTO ObliIa
3amylieHa 3apak€HHasg MporpaMma, a TaKKEe MOBPEINUTh WIIN TAKE YHUUTOXKHUTH
OTICPAITMOHHYIO CHUCTEMY CO Bcemu (aiiiaMu B 1iejIoM. B OONBIIMHCTBE CllydacB
pACIPOCTPAHAOTCS BUPYCHI U€PE3 UHTECPHET.

MeToapl 3alIUTHI OT BPEIOHOCHBIX MPOrPaMM:

1. MHcnonws3yidi COBpEMEHHBIE OIECPAIIMOHHBIE CHUCTEMBI, HMEIOIIUE
CEpPBE3HBIA YPOBEHB 3AIIUTHI OT BPEIOHOCHBIX ITPOTPaMM;

2. TlocrosHHO ycTaHaBnuBai TmauTd (IU@pPOBBIE 3aIIATKH, KOTOPHIC
ABTOMAaTHYECKH YCTAHABJIIMBAIOTCSA C IEJIbI0 JTOPAOTKH IPOTPaMMbI) U JPYTrUe
OOHOBJICHHSI CBOEH omnepainroHHOW cuctembl. CkauuMBailT HX TOJIBKO €
opurmanpHoro  caiita  paspaborunka OC. Ecnu  cymiectByer — pexum
aBTOMAaTHYECKOTO OOHOBJICHUS, BKIJIFOUH €I0;

3. PabGotaii Ha cBOeM KOMIIbIOTEpPE MOJ MpaBaMH MOJb30BATENsA, a HE
aIMUHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpamMMm
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. MHcnonb3yil aHTUBHPYCHBIE MPOTPAaMMHBIE MPOAYKTHI H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKIM OOHOBJICHHEM 0as3;

5. Orpanuub pu3NUECKU JOCTYN K KOMIBIOTEPY JJIsI TOCTOPOHHUX JIMII;

6. Vcnonb3yit BHENIHUE HOCUTETW WH(MOpMAIUKU, Takue Kak Quielika, JUCK

WK (ailn U3 MHTEpHETa, TOJIBKO U3 MPO(EepEHHBIX HCTOYHHUKOB,;



7. He oTkpbIBail KOMIIbIOTEpHBIE (ailsibl, MOJyYE€HHBIE U3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te ¢ailnibl, KOTOphIe MpUCIal TBOW 3HAKOMBIN. Jlyurie yrounu
y HETO0, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He Bua nepenaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OPEHI,
mapka. Eme B 1991 rony Huaepnanjackass KOMIIAHUSI 3aperMCTpUpoBasia OpeHn
«WECA», uto o0o3nauamo cnoBocouertanue «Wireless Fidelity», kotopsrit
NEPEBOIUTCS KaK «OeCIpOBOAHASI TOUHOCTb.

Jlo Hairero BpeMeHH JIoluIa apyras abOpeBuarypa, KoTopas sIBJISIETCS TaKON
ke TexHosorued. Oto abOpeBuatypa «Wi-Fi». Takoe Ha3zBaHWe OBLIO JaHO C
HAMEKOM Ha CTaHAapT BeICIIMN 3BykoBoi TexHuku Hi-Fi, yto B mepeBome
O3HAYaeT «BBICOKAs TOUYHOCTHY.

Ja, GecriaTHBIA MHTEPHET-AOCTYI B Kade, OTeNsAX U adpoIopTax SBISIETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOrme 3KcnepTsl CUMTAIOT,
yTo o0menoctynusie Wi-Fi ceTu He SBist0TCS O€30MaCHBIMU.

CoBeTblI 10 0€30MaCHOCTH paboTe B 00MIENOCTYHBIX ceTsX Wi-fi:

1. He nepenasaii cBoro InuHyto nHpOpManmio yepe3 odmienoctynabie Wi-Fi
cetu. PaboTast B HUX, )KelaTeIbHO HE BBOAMTH MAapOJIM JIOCTYIA, JOTMHBI U KaKHe-
TO HOMEpA;

2. Ucnionb3yit 1 OOHOBIISIT aHTUBUPYCHBIE MPOTpaMMbI U Opanamayep. Tem
cambIM Thl 00€30MacuIllb ce0sl OT 3aKauKH BUpPYyca Ha TBOE YCTPOICTBO;

3. Ilpu wucnonb3oBanuun Wi-Fi otkmoun ¢ynkuuo «OOmmil aoctyn K
daiinam u npuHTepam». JlaHHas QYHKUMS 3aKphITa MO YMOJYAHUIO, OJHAKO
HEKOTOpBIE MOJIb30BATENN aKTUBUPYIOT €€ AJis yA00CTBAa UCIOJIb30BaHUs B padoTe
uim yueoe;

4. He wucnonw3yit nmyonuunsii WI-FI nns mepenmaum nWYHBIX JaHHBIX,
HaIIpUMED IS BBIXOAA B COLIMAIIBHBIE CETH WX B 3JIEKTPOHHYIO MOYTY;

5. Unonw3yit Toapko 3amuieHHoe coequnenue uepe3s HTTPS, a e HT TP,

T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;



6. B MobunpHOM Tenedone otkimoun ¢yHknutoo «llogkmouenne k Wi-Fi
aBTOMarndeckn». He nomyckaid aBTOMAaTHYECKOTO MOJKIKOYEHHs YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero coriacus.

CounajbHbie ceTH

CoumayibHbI€ CETH aKTUBHO BXOJIAT B HAIIly KHU3Hb, MHOTHE JIFOJIM pabOTaIOT
W JKUBYT TaM IOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUIIIHAp] YEIOBEK,
YTO SIBJISIETCS OJTHOW CEAbMOW BCEX KUTEJNEH IIaHeThl. MHOTrME MOJb30BATENN HE
MOHUMAIOT, YTO MH(OpMaIMs, pa3MelleHHas UMH B COIIMAJIBHBIX CETSX, MOXKET
ObITh HaliJleHa W WMCIOJIb30BaHA K€M YTOJHO, B TOM YHCJE HE 00S3aTEIIBHO C
OJIaruMu HAaMEPEHUSIMHU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COIIMATBHBIX CETSIX:

I. Orpanuyb cnucok npy3ei. Y TeOsa B JApPY3bsiX HE JOIKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJICH;

2. 3ammiaid CBOIO YacTHYIO XHU3Hb. He ykaspiBail mapoiu, TenedoHBI,
aapeca, JaTy TBOEro POXACHUA MW JPYryl0 JIMUYHYIO  UH(OpMaluio.
3110yMBIIIICHHUKA MOTYT UCITOJIB30BaTh Jake HH(POPMAIIMIO O TOM, KaK Thl U TBOU
POJUTENH TUIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3ammimai CBOI pemyTaluio - JACPKH €€ B YUCTOTE W 3ajaBail cebe
BOIPOC: XOTEN ObI ThI, YTOOBI APYTHE MOJb30BATENIN BUACIH, YTO ThI 3arpy>Kaeiib?
[Toxymaii, mpexkjie 4eM 4To-TO OMyOJIMKOBaTh, HAMIMCATh U 3arPY3UTh;

4. Ecnu ThI TOBOPUILIB C JIFOABMH, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3YH CBOE
peaqbHOe UMS U APYTYIO JUYHYI0 MH(OpPMALUK: UM, MECTO JKUTEJIbCTBA, MECTO
y4eObl U Mpoyee;

5. U3berait pazmemenus ororpaduii B IHTepHETE, T/I€ Tl M300paKEeH Ha
MECTHOCTH, [0 KOTOPO MOKHO ONPEAETUTh TBOE MECTOMOJIOKEHUE;

6. Ilpum perucrtpanuu B COIMAJIBLHOH CETH HEOOXOAMMO HCIIOIb30BATh

CJIOXHBIE TIAPOJIH, COCTOSITNE U3 OYKB U UG U C KOJUIECTBOM 3HAKOB HE MECHEE

8;



7. Jnda conMalbHOM CeTH, TMOYThl M JAPYTUX CAlTOB HEO0OXOIUMO
UCIIONIb30BaTh pa3Hble mapoiu. Toraa ecau Tedst B3IOMAIOT, TO 3JI0yMbIIIEHHUKA
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

JJIeKTPOHHBIE J€HbI'H

DONEKTPOHHBIE JIEHBIM — 3TO OYEHb YAOOHBIM CHOCOO TUIaTeXei, OAHAKO
CYILLIECTBYIOT MOLIEHHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIH.

DNEeKTPOHHBIE IEHI'M MOSIBUJIMCh COBCEM HEJIABHO U MMEHHO M3-3a 3TOrO BO
MHOTUX F'OCYyAapCTBax J0 CHX MOP HE NPOIMHUCAHO MPO HUX B 3AKOHAX.

B Poccun xe oHM (PyHKIIMOHHPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, T/IE
WX Pa3JeisaioT Ha HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHMMHbIE. Pa3zHuna B
TOM, YTO @HOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh Onepaluuu 6e3
UJEHTU(UKALIMY TI0JIb30BATENS], @ B HECAHOHUMHBIX UICHTH(PUKALNUU M10JIb30BATENS
SBIISIETCS 00A3aTEIBHOM.

Taxke crnenyer pasnuuyaTh 3JIEKTPOHHbIE (UATHBIE JEHbIU (paBHbI
rOCYJIapCTBEHHBIM BaJIIOTaM) M JJICKTPOHHBIE He(uaTHbIE JEHbIUM (HE PpPaBHBI
rOCy/1IapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsoku K cueTy MOOWIBHBIA TeneoH. DTO camblii yIOOHBIN U
OBICTpBI CcMOCOO BOCCTAHOBUTH JOCTYNm K cueTy. IlpuBszaHHbIi TenedoH
MIOMOJKET, €ciau 3a0yJellb CBOW IUIAaTEeKHBI Mapojb WM 3aiiJlellb Ha CalT ¢
HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnone3yit omHopa3oBble maponu. [locnme mepexoga Ha YCHIEHHYHO
aBTOpHU3aLMI0 TeOe yke He OyIeT yrpokarb OMACHOCTh KpaKM WIIM IepexBaTa
IUIATEKHOTO MapOJIs;

3. BoiObepu cioxHblil maponb. [IpecTtynHukam OyaeT HE MPOCTO yrajaarh
CIIOXHBIM maponb. HazxexHble mapoiad — 3TO MApOJIM, KOTOPBIE COAEpPMk AT He
MEHee 8 3HAKOB M BKIIFOYAIOT B €05 CTPOYHBIC M MPOMHUCHBIE OYKBBI, IU(PHI U
HECKOJIbKO CUMBOJIOB, TaKH€ KakK 3HaK J0Juiapa, PyHTa, BOCKIUIATEIbHBIA 3HAK U
T.11. Hanmpumep, StROng!;;

4. He BBOJM CBOM JIMYHBIE JJAHHBIE HA CalTaX, KOTOPHIM HE IOBEPSIEUIb.



DJIEKTPOHHAsI MOYTA

DJIEKTPOHHAS MOYTa — 3TO TEXHOJIOTHUSI U MPEAOCTABISIEMbIE €10 YCIYTH 10
MEPECHUIKE U MOJTYYEHHUIO JIEKTPOHHBIX COOOIIEHUMN, KOTOPBIE pACTIPECISIIOTCS B
KOMITBIOTEpHOU ceTH. (OOBIYHO DJICKTPOHHBIA TIOYTOBBIM SIIUK  BBITJISIAT
CJIeIyIOUUM 00pa3oM: UMsI_TOJIb30BaATENA(@HUMS_JIoMeHa. Takxke Kpome nepenadu
MPOCTOTO TEKCTA, UMEETCS BO3MOKHOCTH TIepe/iaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C IEKTPOHHOU MOUTOM:

1. Hamo BbIOpaTh NpaBWIBHBIM IOYTOBBIM cepBUC. B uHHTEpHETE ecTh
OTPOMHBIN BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OHAKO JIYUIIIEC TIOBEPSThH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHTIE;

2. He yxa3biBail B TWYHOM mouTe JU4HYI0 nHbopmaluio. Hanpumep, mayurie
BBIOPATh «MY3bIKaJIbHBIN _(panat@» nim «pok2013» BmecTo «temal3y;

3. Hcnonp3yid ABYX3TANHYK aBTOPHU3ALMIO. JTO KOrJa MOMUMO MapoJs
HY>KHO BBOJUTH KO/I, IpUChUIaeMbIi 10 SMS;

4. Be106epu CJI0XKHBIN TapoJib. [[J1s1 KaXkI10ro mMOYTOBOTO SIIIUKA JTOJKEH ObITh
CBOW HAJEKHBIW, YCTOWUHUBBIN K B3JIOMY apOJib;

5. Ecnmu ecTh BO3MOXKHOCTH HANMCAaTh CaMOMY CBOM JIMYHBIM BOIPOC,
WCIIOJIB3YH 3TY BO3MOXHOCTB;

6. Hcrnonap3yil HECKOJIBKO TMOYTOBBIX sSIIUMKOB. IlepBbIii jy1s 4YacTHOM
MEPENUCKU C apecaTamu, KOTOPBIM Thl JIOBEPSELIb. JTO JIEKTPOHHBIA apecC HE
HAJI0 UCTIONIBH30BaTh MPU PETUCTPAIIMK HA (OpyMaxX U CalTax;

7. He oTkpbiBaii Qailnbl U Jpyrue BIOXKEHHUS B MUChMAax JaXe €CIU OHH
MPUIIUTM OT TBOUX Jpy3el. Jlydie yrouyHu y HUX, OTOPABIISIM JTU OHU TeOe ITU
(haisl;

8. Ilocne okoHuyaHusi pabOThl Ha MOYTOBOM CEPBHUCE MEpPE] 3aKPbITUEM
BKJIAJIKM C CAUTOM He 3a0y/1b HAXKaTh Ha « BBIATHY.

Ku6epOysimHr WM BUPTyaibHOE U3/1€BaATE/IbCTBO

KubepOymmmHar —  mpeclieioBaHWEe  COOOIICHUSMHU,  COAEp KaIIUMU
OCKOpOJIeHMSI, arpeccuio, 3aIlyTMBAHUE; XYJIUTaHCTBO; COLMAIIBHOE

OOMKOTUPOBAHUE C TOMOUIBIO PA3IMYHBIX HUHTEPHET-CEPBHUCOB.



OcHoBHBIE COBETHI 10 60pHOE ¢ KHOEPOYTITMHTOM:

1. He Opocatics B 60ii. Jlyummnii crioco0: MOCOBETOBAThCS Kak ceOst BECTH W,
€ClIi HET TOro, K KOMy MOKHO OOpaTUThCsl, TO BHa4dajle YCIOKOUTbCs. Eciu Tl
HaYyHEIlb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHUS, TO TOJIBKO emie OoJblle
pa3oxoKelb KOH(IIUKT;

2. Ynopapmsii cBoer kubeppenyTraiuei;

3. AHOHUMHOCTh B ceTH MHHMas. CyIlecTBYIOT CIOCOOBI BBISCHUTH, KTO
CTOWT 3a AHOHMMHBIM aKKayHTOM;

4. He ctouT BecTH XydHWraHckuii oOpa3 BUPTyaslbHOH >xu3HHM. HTEpHET
(GuKcUpyeT Bce TBOM JEHUCTBHS W COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTpyIHUTEIIBHO;

5. Cobmroiail CBOM BUPTYaIbHYIO YECTh CMOJIOY;

6. UrHopupyii enuHuuHbIi HeratuB. OJHOpa30BblE OCKOPOUTEIIBbHBIC
COOOILIeHUsT Jydlle UrHopupoBaTh. OOBIMHO arpeccusi MpeKpalaercs Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOLICHUSIMHU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTh OJOKMPOBKM OTIPABKUA COOOIIEHHUU C
OIPEJEIIEHHBIX a/IPECOB;

8. Ecnu 11 cBUaeTeNns kuOepOyuHra. TBOM NeHCTBUS: BBICTYIIUTh MPOTHB
npeciieoBaTeNs, MoKa3aTh €My, YTO €ro JACHCTBUS OLIEHUBAIOTCS HETaTUBHO,
HOJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHUXOJIOTMYECKas MOMOILb, COOOIIUTH
B3pOCJIBIM O (PaKTE€ arpeCCUBHOTO MOBEJACHUS B CETH.

MooOuibHbIN TesedoH

CoBpemenHble cMapT(HOHBI U TUIAHLIETHI COJEPKAT B c€0€ BIIOJIIHE B3POCIBIN
(GyHKUHMOHAJ, W TEmepb OHM MOTYT KOHKYpPUpPOBaTh CO CTAllMOHAPHBIMHU
KoMmnbioTepamu. OHaKO, CPEACTB 3aLUTHI JIJIS MOAOOHBIX YCTPOMCTB MOKA OUYEHb
Mano. TecrmpoBaHME€ M TIOMCK YS3BUMOCTEMl B HHMX MPOUCXOJUT HE TaK

WHTEHCUBHO, Kak 1is [1K, To ke camoe kacaeTcsi U MOOMIIBHBIX MPUITOKEHUH.



CoBpemeHHble MOOWIbHBIE Opay3epbl yK€ MPaKTHYECKH JIOTHAJH
HACTOJIbHBIC AHAJIOTH, OJIHAKO pacliupeHue (yHKIMOHANA BJIEYET 3a COOOM
OO0JIBILYIO CII0)KHOCTh U MEHBIIYIO 3aIlUIIEHHOCTb.

Jlaneko He BCe MPOM3BOAMTENN BBIMYCKAIOT OOHOBICHHS, 3aKPBIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH ISl CBOMX YCTPONCTB.

OcHOBHBIE COBETHI JIsl 0€301aCHOCTH MOOMIIBHOTO Tesle(hoHa:

1. Huuero He sBIseTCS MO-HACTOSIIEMY OCCIUIaTHBIM. byab ocTOpoXxeH,
BeJb Korja Tede mpennaraloT OecrjaaTHbId KOHTEHT, B HEM MOTYT OBITb CKpPBITHI
KAaKHe-TO IJIaTHBIE YCIIYTH;

2. Hywmait, npexnae yem otnpaBuTh SMS, dboro umm Bujgeo. Thl TOUHO
3Haellb, Iie OHU Oy1yT B KOHEYHOM UTOTE?

3. HeoO6xoammo 0OHOBIIATH ONEPAIMOHHYIO CHCTEMY TBOEro cMapT(hoHa;

4. Ucnionb3yi aHTUBUPYCHBIE IPOrPaMMBI JUIsl MOOMIIBHBIX TeJIe(hOHOB;

5. He 3arpy»aii NpuioKeHNs OT HEU3BECTHOIO UCTOYHUKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIEUEHHE;

6. Ilocne Toro kKak Tl BBIKJEIIB C CaiiTa, I7ie BBOAWI JIMUYHYIO HH(POPMALHIO,
3aiiin B HACTPOIKK Opay3epa U yaaiu cookies;

7. Ilepuoauyeckn NpOBEPs KakWe IUIaTHBIE YCIYTM aKTUBUPOBAaHBI Ha
TBOEM HOMEDE;

8. JlaBaii cBOWi HOMEp MOOMJIBHOTO Tene(OoHa TOJBKO JIFOASM, KOTOPBIX Thl
3HACIIb U KOMY JI0BEPSCIIb;

9. Bluetooth nomxeHn ObITH BBIKJIIOYEH, KOT/Ia Thl UM HE Mojb3yembes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsi

CoBpeMEHHbIE  OHJIAMH-UTPBI - 3TO  KpPAaCOYHbIEC, 3aXBaTbIBAIOIIUE
pa3BieUeHUs, OOBbEIUHAIONIME COTHH ThICSIY 4YEJOBEK MO Bcemy mupy. Urpoku
UCCIIEYIOT JaHHBI UM MHp, OOLIAIOTCS JAPYT C JPYTOM, BBIOJHSAIOT 33JaHUA,
CpPaKalOTCSI C MOHCTpPAaMHM W TOJY4YalOT ONBIT. 3a YAOBOJLCTBUE OHM ILJIATST:

MMOKYIIarOT JHUCK, OIINIAYMBAIOT aOOHEMEHT WU HpI/IO6peTaIOT KaKHC-TO OIIIIHH.



Bce 3T cpeacTBa uayT Ha MOAIEpKAHUE U Pa3BUTHE UTPHI, a TAKXKE HA camy
0€30MacCHOCTh: COBEPILICHCTBYIOTCSI CUCTEMbI aBTOPU3AIMU, BBITYCKAIOTCS HOBbBIC
naTyu (Lu@poBbIe 3aMIaTKU ISl IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHbIX Wrpax CTOUT OMNAcaTtbCsi HE CTOJIBKO CBOUX COINEPHHUKOB,
CKOJIBKO Kpa)Xd TBOETO IMapoJii, Ha KOTOPOM OCHOBAaHA CHCTeMa aBTOPU3ALUU
OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30MACHOCTH TBOETO UTPOBOT0 aKKAyHTA!

1. Ecniu gpyroit urpok BeneT ceds MI0X0 WM CO3JaeT Te0e HEMPUSITHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. Iloxanyiics aIMHHMCTPATOpaM MIPbl HA IUIOXOE€ ITOBEIECHHE HTOTO
UTPOKA, )KEJIATENBHO MPUIIOKUTh KaKUE-TO JOKa3aTEIbCTBA B BUJE CKPUHOB;

3. He yxa3biBail InuHyo nH(GOpMaIHIO B Tpodaiine Uurpsl;

4. YBaxaii Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait HeopuIMaibHbIEC TATYH U MO/IBI;

6. Mlcionb3yii CIIOKHBIE U pa3HbIE MTAPOJIH;

7. Jaxe BO BpeMsl WUIpbl HE CTOUT OTKIIOYaTh aHTHUBUpYC. [loka TbI
Urpaelib, TBOM KOMIbIOTEP MOTYT 3apa3uTh.

OUIIMHT WM KPAaKa JUYHBIX JTaHHbIX

OOBIYHOM KpaXkell JeHer U JOKYMEHTOB CETOIHS YK€ HUKOTO HE Y/WBHIIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBINUICHHUKH TEPEMECTUIIUCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JIETIOM.

Tak mosiBWIaCh HOBasi yrpo3a: WHTEPHET-MOUIEHHUYECTBA WU (DUIIMHT,
rJIaBHAs 1eJb KOTOPOTO COCTOUT B TMOJYYCHUH KOH(MUICHIMAIBHBIX JTaHHBIX
MOJIb30BATEJIEH — JIOTMHOB U mapoJeil. Ha anrnuiickom si3pike phishing untaercs
kak ummHr (0T fishing — priOHast J10BJIA, password — mapoJib).

OcHOBHBIE COBETHI TI0 00PHOE € (HUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl mozi03peBaelib, YTO TBOSI aHKETA
Obla  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTh €€ U  COOOUIUTH

aIMIHHUCTpATOPaM pecypca 00 3TOM KaK MOKHO CKOpEe;



2. Vcnionb3yii Oe3omacHbie BeO-CaliThl, B TOM YHCIIE, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Hcnone3yil cioxHble M pas3Hble mapoiau. Takum oOpa3om, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA MOJIy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npo(UIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebs B3nOManu, TO HEOOXOAMMO NPENyNpPEAUTh BCEX CBOMUX
3HAaKOMBIX, KOTOpBIE J00aBJIEHbI Y TeOsI B IPY3bsiX, O TOM, YTO TeOs B3IOMAIH H,
BO3MO>KHO, OT TBOETO UMEHH OYAET pacchliaThCsl CllaM M CChUIKM Ha (DPUILMHIOBBIE
CAUThI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENE(OH;

6. OTKJII0YM COXpaHEHHUE TapoJIsl B Opay3epe;

7. He oTkpbiBail (ailiibl U Jpyrue BIOKEHHUS B MUCHbMAax JaXe €CIU OHH
OPUILUIM OT TBOMX Jpy3ell. Jlydie yTo4HM y HMX, OTIPABISUIA JIU OHU TeOe 3TU
Gbaib.

Hudposas penmyranus

[Mu¢poas penyrauus - 3TO HEraTUBHAsl WM NO3UTHBHas MHQOpMAIUs B
ceTH o Teoe.

Komnpomerupytomas uHbopMaius pa3MelleHHass B HHTEPHETE MOXKET
CEepPbE3HBIM 00pa30M OTpa3uTbCSI Ha TBOeHW peanbHOM Ku3HU. «Llmdposas
penyTanus» - 3T0 TBOM UMHJIK, KOTOPbIA (GopMHUpyeTcss U3 HHPOopMaluu o Tede B
WUHTEPHETE.

TBoe MecTO KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE MOJOKEHHUE,
OCOOEHHOCTH XapakTepa U paccKa3bl 0 OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCATCA K MyONMKalMM JUYHOM
uH(popmanuu B MHTEpHETE, HE MOHMMAas BO3MOXKHBIX mocieAcTBUi. Thl naxke He
CMOXKeIIb OTafaThcsl O TOM, 4TO (ororpadusi, pa3melleHHas 5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pazmenienue TBoux GoTtorpaguii U Ipyrue IAelCTBUS MOTYT
HE MCYE3HYTh Ja)Xe I0CIEe TOro, Kak Thl MX yJaaulb. Thl HE 3HaCIIb, KTO

COXpaHWJ 3Ty HUH(OpMalMio, Tomajga JU OHAa B TIOUCKOBBIE CHCTEMBI U



COXpaHWJIach U OHA, a TJIABHOE: YTO MOAYMAalOT O Tebe OKpy’Karollee JIIOJIH,
KOTOpbI€ HAaWAYT W YBUAAT 3T0. Haiftu nHdopmammio MHOTO JIET CIYCTS CMOKET
JTr000H - Kak U3 10OphIX MOOYKJIEHUH, TaK U ¢ HAMEPEHUEM IIPUYUHUTD Bpel. ITO
MOKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIMUTE HU(PPOBOM PENyTALNU:

1. Ilonymaii, mpexJie 4em 4yTo-TO MyOJMKOBATh U NepeaaBaTh y ceOs B Oore
WJIM B COLIMAJILHOM CETH;

2. B nHactpoiikax npo¢uis yCTaHOBH OTPaHMYEHHUsS Ha MPOCMOTP TBOETO
npouIs ¥ €ro CONEPKUMOTO, ClIEeTIail €ro TOIBKO «JUJIS IPY3€ei»;

3. He pa3memiaii u He yka3piBail MH(MOpMAIUIO, KOTOPasi MOKET KOro-i1udo
OCKOPOJIATH WJIH OOMKATh.

ABTOpCKOE IIPaBo

CoBpeMeHHbIE IIKOJIbHUKU-aKTHBHbBIE I10JI30BATENH 1 (ppoBOro
npoctpaicTBa. OJHAaKO [JAjl€KO HE BCE 3HAKOT, YTO IOJb30BAHME MHOTMMU
BO3MOXKHOCTSIMM  LU(poBOro  mMupa TpeOyeT coONoAeHHs TpaB  Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEINIEKTyanbHasi COOCTBEHHOCTH» OTHOCHUTCS K pPa3IMYHBbIM
TBOPEHHUSM YEJIOBEUECKOIO0 YMa, HauyMHas C HOBBIX H300pETEHH U 3HAKOB,
0003HAYaIOIIMX COOCTBEHHOCTh Ha MPOJIYKTHl M YCIYT'H, U 3aKaHUMBas KHUTAMHU,
doTorpadusiMu, KHHOQUIbMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE MpaBa - 3TO IpaBa Ha MHTEJUIEKTYalbHYIO COOCTBEHHOCTb Ha
MIPOU3BEJCHUS HAYKH, JTUTEPATYPbl U UCKYCCTBA. ABTOPCKHE MpaBa BBHICTYNAIOT B
KAueCTBE TapaHTHH TOTO, YTO HMHTEJUIEKTYaJIbHBIN/TBOPUECKHI TPYJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeIJIMBble BO3MOXHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOETr0 TPyHAa, MOJYyYUTh H3BECTHOCTh W mpusHaHue. Hukrto 06e3
paspelieHuss aBTopa HE  MOXET BOCHPOM3BOJWUTH €ro  MPOU3BEICHUE,
pacnpocTpaHsiTh, IMyOJUYHO JEMOHCTPUPOBaTh, IPOJABaTh, HMIIOPTUPOBATD,
MyCKaTh B MPOKAT, IMyOJMYHO HCIOJIHATH, MOKA3bIBATh/UCHOJIHATH B 3QUpe WU

pasmewars B IHTEepHETE.



Hcnonp3oBaHne «IMHUPATCKOTO» TMPOTPAMMHOTO  OOECTICUCHUS] MOXKET
MPUBECTH K MHOTHM pHUCKaM: OT TMOTEPH JaHHBIX K TBOUM aKKayHTaM JI0
OJIOKUPOBKH TBOETO YCTPOWCTBA, IJIC YCTAHOBJICHHBIM HE JieTajbHasl MporpaMMa.
He crout Takxke 3a0bIBaTh, 4YTO CYIIECTBYET JICTAJIbHBIC W OECIIaTHBIC
IPOrpaMMbI, KOTOPHIE MOKHO HAWTH B CETH.

O noprane

CeteBU4OK.p( - TBOH TTABHBIM COBETYHK B CETU. 37I€Ch Thl MOXKEITh Y3HATH
0 0€30MaCHOCTH B CETH TOHATHBIM U JOCTYITHBIM SI3IKOM, a TP BO3HUKHOBEHUH
KPUTUYECKON CHUTyaIllud OOpaTHTHhCS 3a COBETOM. A Tak)Ke MPUHATH ydacTHe B

KOHKYpCaXx M CTaTh CaMbIM IIU(POBBIM I'PaKTaHUHOM!



